ELVIS TANG

Cybersecurity Analyst | Security Monitoring | SIEM
714-391-2768 | elvistangl99@gmail.com
linkedin.com/in/elvis-np-tang | github.com/elvistang199 | elvistangprojects.com

Security+ certified Computer Engineering graduate with hands-on experience in Microsoft Sentinel, network traffic analysis, log
monitoring, alerting, and incident investigation. Seeking an entry-level SOC or cybersecurity analyst role focused on security
monitoring, triage, and response.

EXPERIENCE
Embedded Systems Project Lead - Lockheed Martin-Sponsored Capstone Aug 2022 - May 2023
California State Polytechnic University, Pomona Pomona, CA

* Debugged embedded C/C++ software and tested hardware interfaces across Raspberry Pi, Arduino, sensors, and motor-control
components.

* Collaborated with Lockheed Martin engineers on integration testing and troubleshooting for an autonomous ground vehicle.

¢ Documented system behavior and test results from sensor integration and obstacle-avoidance trials to support technical review.

Instructor Nov 2023 - Sep 2024
Coding Minds Academy Irvine, CA
e Taught Python, JavaScript, Git, and secure-coding practices to classes of 10+ students, explaining technical concepts clearly.

* Guided students through debugging software and hardware projects, adapting troubleshooting instruction to individual skill levels.
* Developed practical programming curricula and supported students through implementation, testing, and project demonstrations.

Stand Lead Aug 2024 - Present
Aramark Anaheim, CA
* Patch and troubleshoot point-of-sale systems to maintain availability during high-volume events.

* Resolve 20+ customer or operational issues per shift and coordinate daily operations serving 1,000+ guests.

¢ Follow cash-handling and workplace compliance procedures while managing inventory for 50+ items.

SELECTED PROJECTS

Centralized Endpoint Monitoring - SOC Homelab 2 | Wazuh, Windows, Ubuntu, tcpdump

* Deployed an Ubuntu-hosted Wazuh server and enrolled Windows and Ubuntu agents; verified active endpoints and centralized
security telemetry.

* Correlated a controlled Windows failed login (Event ID 4625) with Wazuh rule 60122; validated real-time file integrity alerts on
both endpoints using matching file sizes and hashes.

* Captured 1,034 packets on TCP port 1514 and correlated endpoint file changes with agent traffic by timestamp; documented
findings and preserved screenshots and raw alert evidence.

Network Traffic Investigation - SOC Homelab | Wireshark, tcpdump, Nmap, PowerShell

¢ Built a Mac-hosted Ubuntu/Windows lab and analyzed ICMP, DNS, TCP, HTTP, and TLS traffic, identifying an HTTP-to-HTTPS redirect
and validating TLS 1.3 session metadata.

* Correlated Windows network connections with owning processes and Security Event ID 4672, then validated authorized Nmap
activity against TCP SYN probes in Wireshark across 1,000 scanned ports.

Microsoft Sentinel Honeypot and Threat-Mapping Lab | Microsoft Sentinel, Azure
* Deployed a cloud-hosted honeypot and connected its security telemetry to Microsoft Sentinel for centralized monitoring.

* Reviewed 500+ events, mapped 200+ observed attack patterns, and used Microsoft threat-intelligence data to visualize malicious
source activity.

Python Log Monitoring and Alerting Engine | Python, SQLite
* Built a multithreaded Python SIEM prototype that generates sample login and file-access events while monitoring a live log file.
* Parsed events into SQLite records and implemented modular detection logic that alerts on repeated failed-login activity.

Hybrid File Encryption Utility | C++, RSA, AES
* Developed a C++/Crypto++ utility that generates 2,048-bit RSA keys, protects a randomly generated AES key with RSA-OAEP,
and encrypts file content with AES-CBC.

* Defined a validated encrypted-file format and implemented file selection, hexadecimal ciphertext inspection, error handling, and a
single-write output buffer.

EDUCATION & CERTIFICATIONS

Bachelor of Science, Computer Engineering - California State Polytechnic University, Pomona
Associate of Arts, Math and Science - Cypress College

Associate of Science, Mathematics - Cypress College

Certifications: CompTIA Security+ (SY0-701) | Google Cybersecurity Professional Certificate

TECHNICAL SKILLS

Security: SIEM, network traffic analysis, packet analysis, security monitoring, log analysis, alert triage, incident response
fundamentals, honeypots, threat intelligence

Tools & Languages: Wazuh, Microsoft Sentinel, Azure, Wireshark, tcpdump, Nmap, PowerShell, Python, SQLite, Bash, C/C++, Git,
GitHub

Networking & Cryptography: TCP/IP, DNS, HTTP/HTTPS, TLS, ICMP, AES, RSA, authenticated encryption, hashing




